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STEP 2 CLICK LINK TO DOWNLOAD INSTALLER

Eve

InstallRoot 5.5 NIPR 64-hit Windows Installer

October 24, 2019

nstallRoot 5.5 NIPR 64-bit Windows [nstaller

This tool allows users to install DoD production PKI, Joint Interoperability Test Command
(JITC) test PKI, and External Certification Authority (ECA) CA certificates into their Windows
and Firefox certificate stores. InstallRoot 5.5 is packaged with 2 command line version as well

as an InstallRoot service, which can check for updated Trust Anchor Management Protocol



STEP 3 RUN INSTALLER

73 InstallRoot Setup X

Welcome to the InstallRoot Setup Wizard
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The Setup Wizard will install InstallRoot on your computer. Click Next to confinue or close the window to exit
the Setup Wizard.

STEP 4 CHOOSE SAVE LOCATION

73 InstallRoot Setup - X

l Choose a file location

To install in this folder, click "Next". To install to a different folder, enter it below or click "Browse".

C:\Program Files\DoD-PKE\InstallRoot), Browse...
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STEP 5 KEEP DEFAULTS AND PRESS NEXT

ﬁ InstallRoot Setup

InstallRoot Features

Select the features you wish to install.

Graphical Interface
Command-Line Tool &

Windows Service

< Back

STEP 6 CONFIRM BY PRESSING INSTALL

& InstaliRoot Setup

Begin installation of InstallRoot

N

Click Install to begin the installation. If you want to review or change any of your installation settings, click

Back. Close the window to exit the wizard.

< Back



STEP 7 INSTALLER WILL RUN

#3 InstallRoot Setup X

E Installation Progress

Installing InstallRoot...

STEP 8 WHEN THE INSTALLATION HAS COMPLETED — CHOOSE RUN INSTALLROOT

#3 InstallRoot Setup X

has been lly i llod.

Run InstallRoot

Close ‘




STEP 9 CLOSE THE WELCOME SCREEN

& Quick Start: Welcome to InstallRoot 5.5! I}_ m} X
Installing DoD certificates is easy!
¢ I o
Home  Store  Group  Certificate  Help I
L B ¥
Verify desired certificate store is targeted I
Install  Online Preferences Save Refresh
Certificates Update Settings. istrator
Microsaft Current User
L s A
| % Install ECA Certificates & =1
| % Install JITC Centificates (@ =}
Next >

STEP 10 SELECT ONLINE UPDATE

& InstallRoot 5.5

Home Store Group Certificate Help

9 0 EH

Install Preferences Save Restart as
Certificates |Update Settings Administrator

Actions Application

[ &% Microsoft Current User w

+ Install DoD Certificates &

# Install ECA Certificates &

% Install JITC Certificates @&

X Install WCF Certificates

STEP 11 SELECT INSTALL CERTIFCATES

§ InstallRoot 5.5

Home Store Group Certificate Help

e OH 9

Install Online Preferences Save Restart as
Certificates Update Settings Administrator
Actions Application

[ £* Microsoft Current User w

« Install DoD Certificates @

% Install ECA Certificates &

¥ Install JITC Certificates &

* Install WCF Certificates




STEP 12 SELECT YES TO INSTALL THIS CERTIFICATES

& nstallRoot 5.5

Home Store Group
4 9 [
Install Online Preferen

Certificates Update
Actions

[ &% Microsoft Current User W

" Install DoD Certificates &/

X Install ECA Certificates @

¥ Install JITC Certificates &

X Install WCF Certificates

Security Warning

You are about to install a certificate from a certification authority (CA)
claiming to represent:

DoD Root CA 3

Windows cannot validate that the certificate is actually from "DoD
Root CA 3" You should confirm its origin by contacting "DoD Root CA
3". The following number will assist you in this process:

Thumbprint (sha1): D73CA211 02A2204A 36459ED3 22138467
D7CES7FB

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?

» ® »»
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STEP 13 SELECT OK TO COMPLETION MESSAGE
I& nstallRoot: Certificate Action Summary X
 DaD (57) -
4 Target Certificate Store Adds Deletes
Microsoft Current User L 41 of 41 j 0

Subject: DoD Root CA 3; Issuer: DoD Root CA 3: INSTALLED
Subject: DoD Root CA 4; Issuer: DoD Root CA 4: INSTALLED
Subject: DoD Root CA 5; Issuer: DoD Root CA 5: INSTALLED
Subject: DOD DERILITY CA-1; Issuer: DoD Root CA 3: INSTALLED
Subject: DOD EMAIL CA-49; Issuer: DoD Root CA 3: INSTALLED
Subject: DOD EMAIL CA-50; Issuer: DoD Root CA 3: INSTALLED
Subject: DOD EMAIL CA-51; Issuer: DoD Root CA 3: INSTALLED
Subject: DOD EMAIL CA-52; Issuer: DoD Root CA 3: INSTALLED
Subject: DOD EMAIL CA-59; Issuer: DoD Root CA 3: INSTALLED
Subject: DOD EMAIL CA-62; Issuer: DoD Root CA 3: INSTALLED
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STEP 14 AFTER UPDATE MESSAGE, SELECT INSTALL CERTIFICATES

§ InstallRoot 5.5 - O X

Home Store Groun Certificate Heln
X

L ) N

DoD, ECA, JITC, WCF: Performed an online

Celrltﬁgellltes SSSQ{Z i guery and found there are no new TAMP
Actions messages to download.

=
[ £* Microsoft Current User

+ Install DoD Certificates @

X Install ECA Certificates &

¥ Install JITC Certificates &

»» » »

X Install WCF Certificates

STEP 15 WHEN CLOSING THE APPLICATION, YOU WILL BE PROMPTED TO SAVE. SELECT YES
§ InstallRoot 5.5 - O

Home St =S PN i

= InstallRoot x
2

Install Q| 4 - -
Certificates U g You have made configuration changes. Would you like to save before
s

exiting?

Actions

&% Microsofi

+ Install DoD)

Yes No Cancel

% Install ECA Certificates &

¥ Install JITC Certificates &

» » »»

# Install WCF Certificates




